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Purpose of this Guide

Statseeker can be configured and used as a comprehensive proactive and reactive alerting
solution. Alerts can trigger messages for specific evaisss an extensive range of-pre
configured alert options.

This Guide provides:
1 An overview of the Alertingoncepts;

91 Details of the Alert components;
1 Examples of how to configure Alerting.

The guide is structured into 3 sections:
1 Alerting concepts and Administration

1 Configuring Alerts
1 Thresholds
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Alerting Concepts and Administration

Alerting Help Guide July 9" 2013



Statseeker Ptiytd Version 3.7.xX

Before You Begin - Setting up your SMTP Gateway

Your SMTP gateway muste configured before Statseeker can send email alerts. The process
to configure the SMTP gateway settings is:

Telnet or ssh to the Statseeker server;

At the login prompt, enter the usernarstatseeker

Enteryour statseeker password ( maybe the same asdher admin password);
Enter the commandsadmin

Enter the Statseeker server root password;

akrwnE

FreeBS8Dramd6d (server .statseeker.com?> (pts/B>m)

login: statseeker

Paszword:

Last login: Fri Jan 28 22:48:28 from vpn—remote—-243

Copyright €¢c) 1992-2012 The FreeBSD Project.

Copyright (c> 1979, 1988, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.

FreeBSD 8.2-280128113 (GENERIC} #@A: Fri Jan 13 A3:47:15 UTC 2A12
H R R R R R R R R R R R R R TR R R R R R R R
Uersion: 3.6.
iz 8z iaidiniaiinig nidinifisiniinisiniinia inizia Binifainiginidin fiaigiatnisiniGini g BININGIN ARG NIGNIG iGN iniG ARG G INIE N

You have new mail.
server statseeker$ ssadmin

Please enter the system root password:
Paszword:

1. Enter '2' Email;

System Administration Utilities
Main Menu

1. Date, Time and NIP
Email

HTTP Froxy

Hetwork Configuration
Software Upgrade
Backup / Restore
Pazsuwords

Operating System

lleh Server

Create RNA USB Flash
Quit

[y
L= ~Ee=R==E R I o k)

Enter option: 2_

2. Enter '2' Set config, to configure the SMTP gateway;
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Sustem Administration Utilities

Dizplay confiy

Set config

Sfend test email
Dizplay mail gueues
Clear mail gueues

Stop szendmail
Startsrestart sendmail
Back to Main Menu

Enter option: 2

3. Setthe 'SMTP Gateway IP Address' & the 'Masquerade as', then Press 'Eotdrhtee;

SHMTP Gateway IP Address (Mot Set>: 18.1.2.2

Maszquerade as (Mot Set): mail.example.com

Rebuilding Aliases Database

setcomailrsaliases: 29 aliases,. longest 18 hytes, 296 hutes total

Prezz the Enter key to continue _

Notes:

Sendmail will be stopped, and then restarted and you will be returned to the System
Administration Utilitiesi Email Page.

The SMTP Gateway IP address is the IP address that sendmail will send the email to.

The Masquerade as sey is used to change the second half of the from email address.
Normally, the email will be sent with the second half of the email address being the same
as the IP domain name of the server. However, some SMTP gates are configured to receive
emails from aparticular IP domain name. The Masquerade as setting can be used to
masquerade the emails so they appear to come from the correct IP domain name.

4. Enter '3' Send test email;

Sustem Administration Utilities
Email

Dizplay confiyg

Set config

Send test email
Display mail gqueues
Clear mail gueues

Stop szendmail
Startsrestart sendmail
Back to Main Menu

Enter option:= 3_

5. Enter a test email address (preferably yours) and press 'Enter’;
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Test email address: testlexample.com
Sent test email

Prezz the Enter key to continue _

. Checkyour inbox to ensure the message was delivered.

Frarm; Statseeker [statseeker@statseeker, com] Sent:  Wed 22/02/2012 4:44 PM
To: kesti@example, com
e

Subject: Statseeker Test Email

THIS IS A TEST MESSAGE. DO NOT REPLY.
This message was sent from server.statseeker.com at VWed Feb 22 15:43:06 EST 2012

Note: If the test message was not delivered, then please check your settings by returning to
Step 6 and repeating the process. Also check your mail server configuration to ensure that
it has been configudeto accept email forwarding from your Statseeker server. If you are

still experiencing issues, then please raise a technical support request at:
http://www.statseeker.com/Support_Request.html
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Event Management

The Event Management of the Alerting opti@iiews administrators have Statseeker
ignore/discardpecificnon-essential events.

Any new events that match these filters:

1 Will not be stored (no history)
1 Will not appear in reports
1 Will not be alerted on

Note that these filters will only affect future events and not those already stored in Statseeker.
The timezone applied to these filters is that of the Statseeker server.

To Access the Event Management Options:

1 Login to Statseeker
1 Go tothe Administration Tool
1 Select Event Management from the Alerting Section

Alerting A Event Management
Event Management

Alerting Event Discarding

Threshold Config

Statseeker can be instrucied to ignore/discard non-essential events.
Event Management

: Any new events that match these filters:
Scheduling !
Email Scheduler * Will not be stored (no history)
* Will not appear in reports

Traffic Analyzer * Will not be aleried on

General

Mote that these filters will only affect fufure events and not those already stored in Statseeker. The timezone applied to these filters is that of the
Protocols Statseeker server.
Flows
Remote Network Appliance Event Discard Filters
Expert Tools

Add discard filte!

SNMP Walk
SNMP Pall
SNMP Poller Statistics [Check Event Filters| [Save Discard Filters
Config Tool
Crontab

Statseeker Administration
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Adding a New Event Discard Filter

To Add a new event Discard filter:

1 Enter a name for the filtérin this case Chennai Mtc Window (to account for regualr
downtime orthis device)

1 Select the Event Typiein this instance ping down events
1 Choose the Event Filtérin this case the Chennrgr

1 Choose the time filter this filter is set to b e active from 1am to 5am each day.

Event Discarding
Statseeker can be instructed to ignore/discard non-essential events
Any new events that match these filters:
* Wil not be stored (no history)
* Will not appear in reports

* Will not be alerted on

Mote that these filters will only affect future events and not those already stored in Statseeker. The timezone applied to these filters is that of the Statseeker server.

Event Discard Filters

Name Chennai Mtc Window Enabled [/] (+)
Event Type |ping down Y3
Entity Filter |Dew:e v||Chennai-rtr v‘

Time Filter
Weekday Sun | to
Tire ©

Query Info | wday = Sun to Sat; time = 01:00 1]

<

Check Event Filters| [Save Discard Filters

This discard filter will now discard all Ping down events on the Chennai router from 1am to
5am, Sunday to Saturday (using the Statseeker server timezone).
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Statseeker Alerting Concepts

In versions of Statseekerior to 3.7.x Alerting was based onsample concept of Actions &

Filters. Whilst the concepts were simple to understand, their application required users to
select both an action and a filter to complete the alert. These actions and filters in turn needed
to be configured in different locatis for each technology type (such as interfaces versus
thresholds).

In version 3.7.x @mew useiGUI has been créad to make configuring aleréasierThe new

alert pagewithin Version 3.7.x
1 Combines the Actions and Filters functionality into asinglexcc e pt of an f Al
1 Combines alerting across different technologies (Device, Interface, Threstmlds

The core concepts behind alerting remain the samanclude Actions, Filters and Event
Databases.

1. Actions

Actions are created to:
o Send aremail;
o Forward a Syslog message;
0 Run a User created script.

Please noteStatseeker has no out of the box integration to SMS/Paging/NMS systems.
Customers wishing to do so may need to write their own custom action scripts.

2. Filters
Filters configure the Events that trigger Actions. In the simplest sense, Filters configure the
alerts Users will receive from any of the 5 Event Databases.

3. Event Databases

Before Actions and Filters are created, it is important to understand whas Eaen
trigger Alerts.

In Version 3.%here are 5 Event Databases:

Syslog
This database is only populated if network devices have been configured to send Syslog
messages to Statseeker;

SNMP Traps
This database is only populated if network deviaagelbeen configured to send SNMP
Trap messages to Statseeker;
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Device Events

This database is populated by any device event that Statseeker polls for, such as ping
state changes, temperature state changes or

Interface Events

This database is populated by any interface event that Statseeker polls for, such as
OperStatus changes;

Thresholds
This database is populated every time a configured threshold is exceeded.
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What Events Can Statseeker Alert on?

Statseeker can trigg an alert for any event from any of the 5 Statseeker Event Databases.
To view a sample of the events that Statseeker can alert on:

1. Log into the Statseeker Network Infrastructure Monitor;

2. Select a 'Time Filter";

3. Run any of the Event or Threshold repavithin the Report List

Report List Group Filter Device Filter Time Filter

terface Oytes (13 morths) ¥ ¥

Interface Errors (13 months) 1: Atlanta 10.21 3105 Favorites resterday

Interface Discards (13 months) 1: Batimore 10.531.1

Interface Usage (90 days) 1: Boston 10.531.4 Range yyyy (M| [mm v jdd v | [HH v MW v
Metwork Devices: 1: Brishane 10.531.7 )

Tap CRU Load Graphs 1: Denver 10,53 6,10 Duration he

Top Cizco IPSLA Graphs . :

Top Memory Usage Graphs 1: E::“\Tegas 1255.251.1562.120 Wesloday vt e

LDDIEI '[Z:zerature Graphs 1 t'rt'tle Rock AIbuquerqua-Sw?tcm Time v| to v

: London Albuguer gue-Switch 2

Memory Usage 1: Melbourne Athens-Switch Time Zone | America/los_Angeles W

Temperature 1: Memphiz Atlanta-Router

Cisco IPSLA 10 Newy Yark Atlanta-Switchl Query Info | range = start_of_today - 1d to start_of_today;

Reporting Tool 1: Paris Adlanta-Swich2

Reporting Tool (Cizco IPSLA) 1: Pefth atlanta-Switcha
Servers: 1: San Francisco Atlanta-Switchd Slilolli o

Top CPU Load Graphs 1: Sydney tlanta-Switchs

Top Memory Usage Graphs 2. A dministr ation Austin-Switchl Text Filter

CPU Load 2 Sales Baltimor e-Routert

File System Usage 2 School of Science Baltimor e- Switchl Top N 50

Memary Usage (Phy sical) 3 Caore Uplinks Baltimor e-Switch2 ' :

Memory Usage (virtual) 3 London WA Baltimare- Switchd Grouping Option |or (B8

Reporting Tool 3: Primary WAN Links Baltimor e- Switchd
Everts: 3 Routers Baltimor e- Switchs

Sy 5log 3 Servers Baltimor e-Switché

SMMP Traps 3 Stack Ports Bostan-Switch 1

Device Events 3 Switches Boston-Switch 2

Interface Everts 3 Uplinks Boston-Switch3
Threshalds: T WAN Links Brizhane-Server

Zvent Summary Interiae: Speed G4K Brizhane-Server2

nterface Uiz ation Inter faceEneed 10M Brishane-Servers

Fing Delay M| linterface: Sped 100M ™| |Arishane-Switch1 A

Customer Mumber: 7280054 - Version: 3.7.0 - User: admin [Adminis{ration Tool] [Change User] [Ed'rt User] [Standard Console] [Clear Fitters

Device Events

Statseeker e 101

Mon May 9 00:00 2011 to Tue May 10 00:00 2011

Function DateTime Device Event Last Change Hote
v
Mote Mon Sth May 2011 23:54 Denver-Switch16 ping_state down 0 days 13 hrs 52 mins
Mote Mon Sth May 2011 23:45 SanFrancisco-Floor3-Switchi ping_state down 3 days 17 hrs 21 mins
Mote Mon Sth May 2011 23:45 Houston-Switchi ping_state up 0 days 00 hrs 56 mins
Mote Mon Sth May 2011 23:30 Meww'ork-FloordG-Switchl ping_state down 1 day 06 hrs 26 minz
Mote Mon Sth May 2011 23:30 Denver-Server!] ping_state up 0 days 02 hrs 32 mins
Miote Mon Sth May 2011 22:52 Houston-Sweitchi ping_state down 0 days 19 hrs 56 mins
Mote Mon Sth May 2011 22:52 Sesttle-Server? ping_state up 0 days 01 hr 46 mins
Mote Mon Sth May 2011 22:27 SanFrancisco-Floor3-Switchd ping_state down 0 days 16 hrs 19 mins
Mote Mon Sth May 2011 22:26 Tulza-Switch 20 ping_state up 0 days 02 hrs 16 mins
Mote Mon Sth May 2011 22:09 Tulza-Server2 ping_state down 2 days 07 hrs 53 mins
Mote Mon 9th May 2011 21:27 Atlanta-Switchd ping _state up 0 days 01 hr 08 mins

Syslog Report

Statseeker

Mon May 9 00:00 2011 to Tue May 10 00:00 2011 (Americalos_Angeles)

000001 2011-05-09 00:00:02 TechSupport-switchl locall.info 3LINKE-3-UPDOWN: Interface GigabitEthernete/0/13, changed state to dowm
000002 2011-05-09 00:00:33 host32 locall.info  %3EC-6-TPACCEZSLOGP: list ACL-4-00T permitted udp 10.20.15.3(1030) -> 10.20.4.55(16
000003 2011-05-09 00:01:05 SanFrancisco-Floord-Switch3 locall.info $LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/
000004 2011-05-09 00:01:21 JanFrancisco-Floor3-Jwitchd locall.info SLINEPROTO-S-UPDOWH: Line protocol on Interface FastEthernet0/
000005 2011-05-09 00:01:33 SanFrancisco-Floord-Switch? locall.info %LINE-3-UPDOWN: Interface FastEthernetl/0/35, changed state to

Found 5 messages
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Email Alert Components

The Alerting GUI in version 3.7.x includes a number of templates tentadasier for users

to create the alerts they require. Each template is made up from a number of common
components with the more advanced templates displaying more components and therefore
allowing more options for alerting.

The Alert Templates are:

Email Simple

Email with Custom Content (Simple)
Email with Custom Content (advanced)
Sending a Syslog Message

Running a Custom Script

O O O O O

The components that make up the templates are:

1 Template

The template component allows users to select a predefined template for the Alerting Gui.
Statseeker provides 5 templates, each limiting the alerting components for ease of use in
creating and working with Alertdt is best to think of the Template asiléef on the fields

that are displayed on the configuration screen. The template screen displays what will be
available in the selection screens for the alert being configured

T Name

This is the name that is entered for the alert and will display ial#nts list. It is good
practice to use alerts that will be descriptive for any user who will add, modify or work with
the alert.
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9 Status

The Status fieldenables the entire alert to be turned on ar@&nerally alerts are configured
and left runnig, however it can be useful to turn off alerts when certain work items are
occurring on the network (equipment swagsetc).

1 Timezone

Set the Time zone. This applies to the filter and to the time displayed in the email.

1 Event Type

The event typeption provides a drop down selection list of available event types that may be
used for alerts. The event types included in this list are:

1 Ping Events
o Ping AllT All events containing the string PING
o Ping Downi Ping Down Events
o Ping Upi Ping State up eants.
o Customi Ping Events using a custom regex string
1 Interface Events
o OperStatus (Ally All events containing the string OperStatus
o OperStatus Dowin All events containing OperStatus Down
o OperStatus Ujp All Events containing OperStatus Up
o Customi Interface events using a custom regex string
1 Syslog Events
o Allows a custom syslog regex to be entérexents matching the string will
be triggered
T SNMP Trap Events
0 Allows a custom SNMP Trap to be entefeevents matching the string will
be triggered
1 Threslold Events
o All currently configured events will appear in the list
o Customi a custom Threshold regex can be entered

The event type field is a drop down box containing different templates for Device, Port,
Traps, Syslog, Thresholds and custom alerts.
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New Alert
Template Email (simple} El
Hame
Status On @ Off )
Event Type Custom El
o Device Events B
Entity Filter ping (al)
Time Filter ping down
ping up
Timezone L I - |
Interface Events
Bundling OperStatus (All event [
. OperStatus down n
Email To OperStatus up g
Custom
Syslog Events
G
Custom
Trap Events
Custom
Thrashnld Fuante
~ N .
I f a Acustomo template is selected, a regex
custom Event Type.
New Alert
Template Email (simple ) El
Hame
Status on @ Off ™
Event Type Custom El
Device regex:
Entity Filter Group [ || &1l Groups [~]
Time Filter Any time [=]
Time Zone Australia/Brisbane El
Bundling No - send a separate email for each event Iz‘
Email To Email [] +)

[Cneck Event Filters] [Preview test Emai] [Send test Emai] [Sa\.fe Alen]

1 Entity Filter

The entity filter allows the alert to be restricted to specific entities or groups. The Entity filter
is dynamici meaningt will vary depending on Event type that has been selected. For
instance, if a Ping Event Type has been selected then the entity filter will display a device
option and a group option. Once the option drop down is selected the filter drop down will
display a list of corresponding devices or groups that are relevant:
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Template | Email {simple) -

Name |

Status On (@ Off ()

Event Type |Ding [all) o
Entity Filter v

Time Filter

Time Zone [AustraliaMelbourne v

Bundling [ Mo - send a separate email for each event |

Email To [Email w]| e

If however the Event Type selected was that of Interface the Entity filter options will be
Interface or Group.

[ 10.2.1.171/base-admin-controls.html

Add /Edit Users i Alerting New Alert
Edit Groups

Edit Time Filters issue 38500 - Template Email {gimple} El

. testd
Add/ Edit SLAs Hame
Auto Grouping Status On @ Off ©)
" OperStatus (Al -
Users to a Group Event Type
Reports to a Group . Entity Fitter | mterface [~ |
) ) Any time -Gl a
Devices to a Group Time Filter -GN E
Interfaces to a Group Time Zone Australia/Bris A-GiM .
) ) i A-GilH2
Time Filters to a Group Bundling MNo-senda: q-Ginz
SLAs t , - A-GiH4
LAs to a Group Fmail To Email El —G:1f1=-
Groups to a User 1-GilHe
- - GIHT
Groups to 3 Report Check Event Filtel 110.100.1.1 - Gil/18 iy
Groups to a Device =Gi1/19

Groups to an Interface

Zrouns tn s Tima Filtar >

1 Time Filter
The default Ti me Fi |AngTimed gdectadmall events drdatestedt i me 0
oni i.e.the time filter applied will be 24 x.7

It is also possible toonfigure a custom Time Filter. If a custom Time Filter is configured,
only events during the Time Filter are alerted on.

For example, a custom Time Filter can be configured for Monday to Friday, 8am to 5pm, so
that only events during business hours are alerted on.

Once a custom Time Filter is configured, it will appear in the Time Filter dropdown list when
configuring futire alerts.
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[3 10.21171/base-admin-controls.html

Add | Edit Users i Alerting New Alert
| Edit Groups

Add / Edit Time Filters issue 38500 Template Email (simple) E|

Add / Edit SLAs - Name

Auto Grouping Status On @ Off )

Users to a Group Event Type ping (al) [=]

Reports to a Group Entity Fitter | Group [ ] [ All Groups =

Devices to a Group L Time Filter 08:00 to 17:00, Mon to Fri E|

Interfaces to 3 Group : Time Zone ;\ggs‘rtlem:un. Won to Fri

Time Filters to a Group Bundling 08:00 to 17:00, Non fo Fri

SLAs to a Group p _ 10.00 o 17:00, Nen o Wi .
Email To 04:00 to 12:00, Sun to Thu )

Groups to a User Custom

Groups o a Report [Check Event Fiﬂers] [Preview test Emai] [Send test Emai] [Save A\erll

Groups to a Device -
Groups to an Interface
Groups to a Time Filter
Groups to a8 SLA
Alerting / Event Management

To create a custom time filter, select the custom ogtimm the time filter drop down list.

The expanded time Filter selection will now be displayed withithWe e k d ay 0 , ATi me
AQuery | nrfow appebriogk ¥osl are then able to Iset the options from the
dropdown boxes and it will automatically populate the Query Info field.

Alternatively, you can type the query directly into the Query Info field using the format:
wday = Mon to Fri; time = 08:00 to 17:00;

[3 10.21171/base-admin-controls.html
" -
Add/Edit Users Alerting New Alert
sdd | Edit Groups
A dit Time Filters issue 38500 a Template Email (simple) [+l
. test3
Add/ Edit SLAs testd Hame
Auto Grouping Status On@ off ©
. ping (all}
Users to a Group Event Type El
Reports to a Group Entity Filter Group [] [AlGroups [=]
Devices to a Group | Time Filter Custom [+]
Interfaces to a Group i Weekday [=] to [+]
Time Filters to a Group Time El to lz‘
SLAS to a Group |
Query Info day = Mon to Fri; time = 0:8:00 to 17:00;
Groups to a User
Groups to a Report Time Zone Australia/Brisbane lz‘
Groups to a Device Pl Bundling No - send & separate emai for each event [
Groups to an Interface Email To Email [v] )
Groups to a Time Filter
Groups to a SLA
P [Check Event Fiters| [Freview test Email [3end test Email [Save Alert
Alerting / Event Management ™
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1 Bundling

There are several options available for messagellimgn The bundlingoption allows
mul tiple alerts to be sent, or &ébundl eddo, i
alert spamming when a large number of events are sent at the same time.

The bundling options are:

1 No bundlingi when no bundling is applied a single emaiért will be sent for
every event that meets the alert criteria.

1 Custom Duration€g 5 minutes)i Custom duration sets the time to be applied to
bundles. If in this example a custom duration of 5 minutes is selected then all alerts
that are activated ifé 5 minute bundle window will be sent in a single email

1 Choose a sgific time to send the bundiethis option is only available from the
AEmail with Custom Content (advanced)o T

o The start time works like the time filter, only accepting eveh& occur
after the start time and before the next send time. If the start time is greater
than the send time, then events will start to be bundled at that time on each
day in the provided day range.

o For example, if bundling from 7pm to 7 am Mén, all events that occur
after 7pm Friday until 7am Monday will be sent at 7am on Monday
(including any events all day Saturday and Sunday).

Bundle Settings

Bundling |"rfes-i3hunse bundle times v|
Bundle from T:00pm %
Send email at |T:I]EIam v| Days |f-.|'lnn Vl to |Fri Vl
Waiting | Mo - do not wait on down events Vl
o This is different to Opmogopheonti met

filters which would exclude the timperiod 7am to 7pm from any alerts
being generated.

o If the start time and send time are the same, all events are accepted and sent
at the send time.
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1 Down Event Wait Times

The Waiting for down events options available fromthé Ema i | wiCGortentCust om
( advanc e d)Tboe optiens forl Walt tenes are:

o To wait a pecified duration
o To ecify a specific time to wait until
o0 To specify aspecific range over which to wait.

Waiting itself is a simple conceptthdite f i nes t he amount of ti me t

the down event. If a subsequent up event happens in the wait time, then the down alert is
not sent.

The concepftfor waiting over a specific time period is so that you can, for example, send an
email n the morning with all devices that went down overnight and are still down in the
morning.

There are two options when waiting over a period of time, sendingnadching events as
normal, or filtering out nomatching events.

I f t he 4Jn&cehingdleenda as normal 0 option is sele
during the day then the device down event will be sent immediately. The idea is that you

are interested in all events during the day, but do not want to be bothered with the overnight
outages unlesthey are still down in the morning. This may be the case if some devices are
deliberately powered off over night, for example.

I f the AOnly send up/ down events relating t
goes down during the day an rleill not be sent. The idea is that you are only interested

in outages over the specified period. The reason that this is different from using a time
filter is that an Aupo event that relates t
is consdered a matching event regardless of the time the up event occurs. If a device goes
down overnight and it is still down in the morning, you will receive an alert in the morning

that the device is down. If the device later comes back up during thealawily also

receive a matching alert saying the device has now come back up.

In the following example:

1 An Alert is required to show all devices that went down overnight after 7pm and are
still down at 7am on Monday to Friday;

1 The alert is set to wait until 7am before sending an email
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Filter Settings

Enabled [ | ()

Hame |I}DWN OWVERNIGHT Hide

Event Type | ping down v|
Entity Filter | Group || All Groups v|
Time Filter |:':'~|'|‘:fﬁ|'|1'3 .

Bundle Settings

Bundling |‘r’es-l:h-:|clsea duration S
Bundle events for minutes before sending

Waiting | ez - Wait on down events over a specified peried V|
Behaviour | Only send up/down events relating to this period V|
Start waiting
Finish waiting | 7:00am | paus [Mon |4 [Fri v|

Notei This email alert will notify devices that are still down as of 7am. It is valuable to have
a separate al ert -tuhiregthe dagup/dosvestate thange alertso r ma | 6

 Email To

The Email Settings section is visible in the Email with customtent (simple) and Email
with custom content (advanced) templafdse subsections to this are

To Field

The user has the option to select Email, User or Group
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[ 10.21.171/base-admin-controls.html

Add | Edit Users 0 Alerting
Add / Edit Groups
Add/Edit Time Filters issue 38500 -
A0/ Edit SLAS :32

tests

Aute Grouping

Users to a Group
Reparts to a Group
Devices to a Group
Interfaces to a Group
Time Filters to a Group
SLAs to a Group

m

Groups to aUser
Groups to a Report
Groups to a Device
Groups to an Interface

Groups to a Time Filter
Groups to a SLA

Alerting | Event Management
Alerting -
Threshold Config
Event Management
Scheduling

Email Scheduler

New Alert
Template Email with custom content (simple} E'
Hame
Status On @ Off )
Event Type ping (ally E'
Entity Filter | Group [=] [ AllGroups =]
Time Filter Any time E|
Time Zone Australia/Brisbane El
Bundling No - send a separate email for each event E'

Email Settings

To Email [ )
Insert

Subject General

Content Group Event Time
Event Text |
Short Text

Device
Device Name
IP Address
sysContact -

[Lmn | »

[Check Event Filters] [Preriew test Ema\] [Send test Emﬂi] [Save Aleﬂ]

If email is selected, the user is able to add more email addresses by clicking the

[3 10.21.171/base-admin-controls. html

Add/ Edit Users ' Alerting
Add [ Edit Groups
Add / Edit Time Filters issue 38500 -
Add ] Edit SLAS ::::i

tests

Auto Grouping

Users to a Group
Reports to 3 Group
Devices to 3 Group
Interfaces to a Group
Time Filters to a Group
SLAs to a Group

m

Groups to aUser
Groups to a Report
Groups to a Device
Groups to an Interface

Groups to a Time Filter
Groups to @ SLA
Alerting | Event Management
Alerting -
Threshold Config
Event Management
Scheduling

Email Scheduler

If user is selected, a dropdown box appears with a list of users. You can configure the alert to

New Alert
Template Email with custem content (simple)
Hame
Status On @ Off )
Event Type ping (al} El
Entity Fitter | Group [w] [ All Groups [+]
Time Filter Any time
Time Zone Australia/Brisbane El
Bundling Mo - send a separate email for each event
Email Settings
To Email El test@statseeker.com
Email || |testi@statseeker con| )
Subject Insert
General -
Content Event Time |:|
Event Text 7
Short Text
Device
Device Name
IP Address
= sysContact 5

[Check Event F\ﬂers] [Preview test Emﬂi] [Send test Email [Save Alerﬂ

be sent to multiple users by clicking tf¥¢ and adding more users.
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[ 10.21.171/base-admin-controls.html

Add ] Edit Groups
Add | Edit Time Filters
Add/ Edit SLAs

-

Auto Grouping

Users to a Group
Reports to a Group
Devices to a Group
Interfaces to a Group
Time Filters to @ Group
SLAs toa Group

Groups to a User

m

Groups to a Report
Groups to a Device
Groups to an Interface
Groups to a Time Filter
Groups to a SLA
Alerting / Event Management [
Alerting

Threshald Config

Event Management

Scheduling

Email Scheduler

Traffic Analyzer -

Alerting
fad
issue 38500 -
testd
testd
tests

Template | Email with custom content (simple}

Name

Status

Event Type

Entity Filter

TimeFiter  [Anytime [

Time Zone |Austra|\arEr|5Dane

B

| No - send a separate email for each event EI

Email Settings

1o [vser 5]

™)

Subject |

| Insert

General

Content

Event Time

Event Text

Short Text
Device

Device Name

IP Address

sysContact

»

[Check Event Fiters| [Preview test Email [Send test Email [Save Alerd
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If group is selected, a dropdown box appears with a list of groups. You cagucerthe
alert to be sent to multiple groups by clicking {leand adding more groups.

[ 10.21.171/base-admin-controls.html

~
Alerting
Auto Grouping nai New Alert
- -EEE Edif

Userstoa Group issue 38500 - Template Email with custom content (simple) El
Reports to a Group testd "

ame
Devices to a Group testd - -

tests Status On @ Off ()

Interfaces to a Group

N ping (all}
Time Filters to a Group Event Type ! [~]
SLAS to a Group Entity Fitter | Group [w] | All Groups =

Time Filter | Any time [=]

Groups o a User
T Time Zone Australia/Brisbane El

No - send a separate email for each event El

Groups to a Report
Groups to a Device Bundling
Groups to an Interface Email Settings

Groups to a Time Filter To Group [=] [Group 1 [=]

GruupE' Group 2 E' (+)

Groups to a SLA

m

Alerting / Event Management

. Insert
. Subject
Alerting ! General -
Threshald Config Content Event Time |;|
Event Text K
Event Management Shart Text
Scheduling N Device
Email Scheduler - Device lame
IP Address
Traffic Analyzer 2 sysContact -
General
Protocols
A [Check Event Firler:s] [Preview test Ema\] [Send test Emai] [Save AIerI]
oWs

You can also configure an alert to be sent to a combination of email addresses, users or
groups

[ 10.21.171/base-admin-controls.html

Auto Grouping i Alerting New Alert
'
Users loa Group issue 38500 - Template Email with custom content (simple) El
Reports to a Group test3 "
ame

Devices to a Group testd - -

tests Status On @ Off O
Interfaces to a Group ing Gal =

i Event T ping (all)
Time Filters to a Group vent Type
SLAs to a Group Entity Filter | Group [=] [ All Groups =
Time Filter | ANy time =]

Groups to aUser
Time Zone Australia/Brisbane El

5 Mo - zend a separate email for each event lz‘

Groups to a Report

Groups to a Device Bundling
Groups to an Interface Email Settings
Groups to a Time Filter To Group El Group 1 lz‘
Groups to a SLA

P Group El Group 2 lz‘
Alerting | Event Management -

Email El test@statseeker.com
Alerting =
E user [w| | nikki [+] +)
Threshald Config
Subject Insert

Event Management General N
Scheduling Content Ewvent Time |:|

. Event Text i

3 S
Email Scheduler Short Text
Traffic Analyzer Device
General L4 Device Name
il IP Address

Protocaols 2 sysContact 5
Flows

Remate Metwork Appliance

[[:neck Event F\Iters] [Prewew test Emal] [Send test Emal] [Sa\.fe Alen]

Expert Tools
SHIP Walk A
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SubjectField

If the subject is blank, the alerts will be populated with the default subject line. The default
will change i f the user checks/unchecks fdAbun

A user can also type in a custom subject line.

The @Al ns e pptiansorsteelrightan beausetb insert fields into the subject of the
email. These fields will be replaced in the final email with information from the alert.

] 10.21.171/base-admin-controls.html

i Alerting
Auto Grouping o New Alert
add [Delete] [Edi]
Users to a Group issue 38500 = Template Email with custom content (simple) E'
Reports to a Group testd
i testa Hame
Devices to a Group
tests Status On @ OFf

Interfaces to a Group - 0 El

Event T ping (all}
Time Filters to a Group vent fype
SLAe to a Group Entity Filter Group [+ ]| 4l Groups [=]

T Filt: Any time
Groups to a User ime Filter El
Groups to a Report Time Zone Australia/Brisbane El
Groups to a Device Bundling No - send a separate email for each event El

Groups to an Interface
Groups to a Time Filter

Email Settings

To Sruu;El Group 1 El

l 0 a SLA
Groups to a 3l Srnu;El Group 2 El Delete
Alerting / Event Management =
Email El test@stateeeker.com Delete
Alerting L
= User nikki | | Delete| (+)
Threshold Config [~] [~ —
. nse
Event Management LM (= d 1L 1 otal Events}, {Other Events}, {Ping Up}, {Ping Down;
B = Utilization -
Scheduling Content Bundle Counters
. Total Events
Schedule °
Email Scheduler Other Events
Traffic Analyzer Ping Up
General Ping Down =
1 OperStatus Up
Protocols = OperStatus Down ~
Flows

Remote Metwork Applianca

[Check Eveni Firlers] [Preview test Email [Send test Email [Save A\erl]

Expert Tools
SRIP Walk -

Content Field

If the Content Field is left blank, the default content will be used.

The Al nsert 0 omstherighcdnibeoused to nsert fiellsinto the contents of the

email. These fields will be replaced in the final email with information from the alert. In the

case of bundling, information about the numbers of different types of Alerts can bednsert
Newlines and tabs used in the AContento sect
what the final emai l may | erevew lest kneed clkawnt tbcen .s
(This only works if therare events on the system that match the provided filters.)

An attempt has been made to make the available insert fields context sensitive. This means
that options for port information is only available if a port event filter has been selected and
informaton for bundling information is only available if in the Subject field and the bundling
option is selected. This does not work on all browsers.
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[ 10.21.171/base-admin-controls.html

Auto Grouping i Alerting New Alert
'
Users to a Group issue 38500 » Template Email with custom content (simple) E'
Reports to a Group testd "
ame
Devices 1o a Group testd - -
tests Status On @ OFf ()

Interfaces to a Group

Event T ping (ally
Time Filters to a Group vent Type [=]
SLAs to a Group Entity Filter | Group [=] [ All Groups =

Ti Filt Any time
Groups to a User Ime Filter E

Time Zone Auetralia/Brizbane El

Groups to a Report
No - send a separate email for each event E|

Groups to a Device Bundling
Groups to an Interface Email Settings
Groups to a Time Filter To GI’ULIDE' Group 1 El
Gre toa SLA

roupstoa Group [=] [Group 2 [+]
\Alerting | Event Management -

Email El test@statseeker.com
Alerting -
E User nikki [Delete] (-
Threshold Config El El Insert
- nse
Event Management Subject General A
Scheduling Bl Fuent Time], {Event Text}, {IP Address], Event Time =
Email Scheduler {Device Name] E:z:::rr;: u
Traffic Analyzer Device
General | 4 Device Name
IP Address

Protocaols - p sysConlact -
Flows

Remate Metwork Appliance

[I:heck Event Flrtereﬂ [Prewew test Emal] [Send test Emal] [Save Alerﬂ

Expert Tools
SHMP Walk s

Recipient Roster

It is possible in version 3.7.x to use (gdate/delete) a rguent roster file. Usinghe roster
file option will change the email addresses that are used based on athastbas been
created Once the specified time has passedrétevantemail addresses will be used until
the next time is reached. The roster format is:

YYYYMMDD HH MM email [ email é}

eg 2013 01 23 14 38maill@example.commail2@example.com

Subject and Body Date formats

This option enables ehange the Subject and Body date faisrd alerts Some common
options are providedlt is also possible to set a custom format as desired.

Event Format

Event Formatsallom substitution rule to be applied t

can be inserted into the subject orbadg i ng t he Short Texto pl ac
il

A
/| ping_state down/ Down/ w repl ace any
text ADowno

Newlines

This optioncanspecify the newline type
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Outlook

This option can disable the outlook formawork-a r oun d . By default a
added to the end of every line. This is to work around a feature in the Windows Outlook
email client where multiple lines in tegtnails will be joined together.

1 Syslog Settings Host

Specify the host taccept the syslog messages for the alert.

1 Command Settings

Specify the command to execute a custom script/action. This is used primarily by advanced
users who have written their ownstomised Scripts to generate actions within the product

I Check EventFilters button

This button is at the bottom of all the templates. It searches historical events that match the
filters. Only the first few matches are returned to show that the filters are working correctly.
It could also be useful to ensure that tieetigroup filters are set correctly.

|1 10.21.162/base-admin-controls.html

o ‘ Alerting New Alert
@J Celete, l@

Auto Grouping

Users to a Group Template Email (zimple) E|
Reports to a Group Hame test
Devices to a Group Status on @ Off
Interfaces to a Group P— -
e Event Type ping (all [=]
Time Filters to a Group E' i E'
X Entity Filt Group ikkis group
SLas toa Group ntity Filter
Time Filter Any time [
Groups to a User AustralaiBrieh =l
Time Zi Australia/Brisbane
Groups to a Report ime £ons
Bundling MNo - =send a separate email for each event El

Groups to a Device

Groups to an Interface Email To Email [ | |nikki@statzesker.com )

Groups to a Time Filter

m

Groups to a SLA |check Event Filters| [Preview test Email [Send test Email [Save Alerf
Alerting | Event Management
Alerting
Thresheld Config Date/Time Device Event
g 5 o
Event Management Showing 5§ events
" Mon 8th Apr 2013 14:22 10.100.45.4 ing_state u

Scheduling . — APLE - F_ = P

. ue Sth Apr 2013 03:31 10.100.45.4 ping_state down
Email Scheduler p— - - -

. ue Gth Apr 2013 05:02 10.100.45.3 ping_state down
Traffic Analyzer Tue Sth Apr 2013 05:02 10.100.45.4 ping_state up
General Thu 11th Apr 2013 08:20 10.100.45.4 ping_state down

Protocols
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1 Preview Test Emall

The preview test email button can be used to display a test email based on a previous event.
This will allow customers to quickly test that the format of the messages is as expected. The
Prevew test Email feature uses historical events that match the provided filters. If there is no
such event, then the Preview test Email feature cannot be used. If there are no emalil
addresses provided, the Preview test Email feature will also fail to Wwdgkavailable on

the following templates:

1 Email (simple)
1 Email with custom content (simple)

1 Email with custom content (advanced)

L] 10.2.1.162/base-admin-controls.htm
= -

Auto Grouping _Alertlng_. New Alert

Users to a Group 2 Template Email (simple) [=]

Reports to a Group Hame test

Devices to a Group Status On @ Off

Interfaces to a Group -

Time Filters to a Group EventType pna (20 EI

SlLAs to a Group Entity Fiter Eraue EI £l Brovps EI
Time Filter Ay time [=]

Groups to a User -

Groups to a Report Time Zone Australia/Brisbane [=]

Groups to a Device Bundling Mo - send a separate email for each event [« |

Groups to an Interface Email To Email || [nikki@statseeker.com (=

Groups to a Time Filter

Groups to a SLA Check Event Fiters  [Preview test Email [Send test Email [Save Aler]

Alerting / Event Management |_
Alerting

Threshald Config To: nikkig@statsesker.com

Event Management Subject: 10.2.1.94 DOWN 08:40:00

Scheduling 10.2.1.34 DOWN 08:40:00
Email Scheduler
Traffic Analyzer
General -

Protocals

Flows

Remote Metwork Appliance
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I Send Test Emalil

The send test email button can be used to send a test email based on a previous event. This
will allow customers to quickly test that the email addresses are working and that the format
of the messages is as expected in their email client. The Send test Email uses historical
events that match the provided filters. If there are no such events, themthee& Email

feature cannot be used. If there are no email addresses provided, the Send test Email feature
will also fail to work. It is available on the following templates:

1 Email (simple)
1 Email with custom content (simple)

1 Email with custom conterfadvanced)

L] 10.21162/base-admin-controls.html

OO
_. _ o Alerting New Alert
Aute Grouping =2 le @
Users to a Group - Template Email (simple} [+]
Reports to a Group Name test
Devices to a Group Status on @ Off
Interfaces to a Group Event Type ping (al) El
Time Filters to a Group —
SLAs to a Group Entity Filter Group El HNikkis group El
Time Filter Any time [ ]
Groups to a User ——
Groups fo a Report = Time Zone Australia/Brizsbane El
Groups to a Device Bundling Mo - send a separate email for each event Iz‘
Groups to an Interface Email To Emai E| nikki@statseeker.com (+)
Groups to a Time Filter
Groups to a SLA [check Event Filters| [Freview test Email [Send test Emai [Save Alerd]
Alerting / Event Management >
Alerting
Threshold Config | SUCCESS: An alert has been sent. You should receive an email shortly |
Event Management il
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Accessing the Alerting GUI

To access the Alerting GUI screen:

A Login as an Admin user

A Click the Administration Tool button on the niconsole
A Scroll down to Alerting/Event Management

A Click on Alerting

A Click the Add button to createreew alert

Groups to a Report m Alerting
Groups to a Device add [Delete] [Edi

Groups to an Interface
Groups to a Time Filter
Groupstoa SLA

Alerting / Event Management
Alerting

Threshold Config

Event Management
Scheduling

Email Scheduler

Traffic Analyzer

Within the Alerting console there are several options for the detail of alert you want to
configure. These templates adjust the options for the alerts that you may wish toTdet up.
available templatethat can be selectede:

1 Email (simple)
Email with custom content (simple)
Email with custom content (advanced)

Send syslog message

= =4 =2 =

Run a custom script

Each template used in adding an alert is detailed in the next section Creating Alerts.
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Configuring Alerts and Examples
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Creating an Alert

1. Email (simple)

This template option is tHeasic alert template and contains oty most commarsimple

email alert optionsA new user should be able to configure an email to be sent with relative
easeusing this screemhere are limited to no customisable options, rather the template
allows a user to select the event type, the entity, time range, bundling and email to options
only.

The simple email screen looks like this:

Groups to an Interface & A|erting New Alert -
Groups to a Time Filter Add lEmJ @
Groups ta a SLA - Template Email (simple} E|
Alerting [ Event Management Name |
:—.:El‘tlnlg 1d Confi Status On i@ Off
ashold Crt i
E:;j rj-linagi?*rim EventType ping (al) El
Scheduling Entity Filter Group El Al Groups El 3
Email Scheduler Time Filter Any time E|
Traffic Analyzer Time Zone Australia/Brisbans [+]
General = Bundling No - send a separate email for each event El
Protocols I Email To Email [w] ()
Flows

Remote Metwork Appliance

[Chec:k Event Filters] [Preview testEmail [SendtestEmail [SaveAIerli

Expert Tools
SNMP Walk o o

Features of the Email (simple) templatelude:
9 Status fieldenables the entire alert to be turned on or off

1 Only 1 filter for the one actiois possiblevith no option to add more. This is
displayed as akvent TypeEntity FilterandTime Filter.

1 Setthe Time zone. This applies to the filter and to the time displayed in the email.

1 Default Statseeker subject and content lmay are possiblé these are system
generated

9 There is an option for no bundgjror bundling using a default time.
1 One or more recipients. See thmail Tosection.

An Example of a simple Email alert is:
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‘é\lreerl:ltnlg‘lénagement ~ @:“ New Alert
Alering ] Template [Email (simple) v

Threshold Config

Event Management Name

Scheduling Status On (@) Off ()

Email Scheduler Event Type | Ping dovmn V]
Traffic Analyzer Entity Filter |Device | [Auckiand-rir v

General Time Filter

Frotocols Time Zone | AustraliaMelboumne |

Flows Bundling |Yas - send mulfiple events in the one email v‘
Remote Nefwork Appliance Bundle events for minutes before sending
ES’::; ;?:Ls Email To Email % | [customerservice@statseeker.com ()
SMMP Foll L

SNMP Poller Statistics [Check Event Filters] [Preview test Email [Send test Email [Save Aler
Config Tool -

hittpa/fdemal.statseeker.com/cgi/ |

Where this alert:

1 Has been called Simple Alert and will appear in the Alerting list with this name once
saved

Currentlyiss et t o AONO
Is a ping down alert

For the device Aucklandr

For anytime periodi€. 24 x 7)

With Alerts bundled for 5 minutes before sending

= =2 =2 -4 -4 -

Where email alerts will be sent to the email addeassonerservice@statseeker.com

The standard output of the email is:

To: customerservice@statsesker.com
Subject: Auckland-rir UP 09:24:07 2h 6m 7=

Auckland-rtr UP 05:24:07 2h &m 73
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2. Email with custom content (simple)

The purpose of this template is to keep the filter and advanced email com@Essmisieas
possiblebut still allow userdo create custom content fibre email.

In many cases is desirable to have a tailored email subject line or different content in the
email bodyi suchas a shortesubjectline for emails forwarded as SM8r the devices
sysLocationn the email body for easy identification.

The Enail section in this template has been expanded into its own section:

| ] 10.21.162/base-admin-controls.html

Groups fo a Repord oL
Groups to a Device

Groups to an Interface
Groups to a Time Filter
Groupsto a SLA

Alerting / Event Management
Alerting

Threshald Config

Event Management
Scheduling

Email Scheduler

Traffic Analyzer

General

Protocols

Flows

Remaote Metwork Appliance
Expert Tools

SNMP Walk

SNMP Pall

SMMP Poller Statistics
Config Toal

Crontab

m

Statseeker Administration
S5Admin

Log Viewer i

Alerting
add peeid Ed

New Alert
Template Email with custem content (simple) E
Hame
Status On @ Off
Event Type ping (all} lz‘
Entity Filter | Group [w] | All Groups
Time Filter | Any time [ ]
Time Zone Australia/Brisbans E|
Bundling Mo - send a separate email for each event El

Email Settings

To
Subject

Content

Email [

Insert

General
Event Time
Event Text
Short Text

Device
Device Name
IP Address
sysContact 5

m | »

[Check Event FiIters] [Preview test Email [Send test Email [Save Alerli

Features include:

9 Status field enables the entire alert to be turned on or off

The same filter, time zone and bundling options ag&thail SimpleGUI still apply.

1
1 TheEmail Tosection is moved under the Email Settings header.
1

Custom Subject

/

Contents.
fields into the subject and contents of the email. These fieltibevieplaced in the

final email with information from the eventhis is useful for users wishing to have
the alerts display custom output in the email.

The nl

nsertc
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Using the same example as abuowth the Adelaide Router the output of the standard email

is ouputted as:

To: customerservice@statsesker.com

Subject: Auckland-rir UP 09:24:07 2h 6m 7=

Auckland-rtr UP 05:24:07 2h &m 73

Hint: Use the Preview Test Email to see the output of your alert.
In this example the user now wants to change the alert as follows:

- In the subject |ine to start

Event TextDevicename, Short Text and Event Time

- In the email content the following information is required:

with t

o Text header l ine ANew Events: o

Device Name
IP Address
sysLocation
sysName
Total Events

O O O O O

The Alert Configuration Screen now looks like this:

Groups to a SLA o Alerting New Alert
Alerting /
Event Management Template [Email with custom content (simple) |
Alering Name
Threshold Config Statue on ® 0f O
et anagement
}
Scheduling Event Type .
Email Scheduler Entity Filter | Device | [Auckland-rir V]
Traffic Analyzer Time Filter
General Time Zone [AustraliaMelboune v
Frotocols Bundling [Wo - send a separate email for each event |
Flows Email Settings
Remote Network Appliance
Expert Tools To [Email v | [customerservice@statseekercom | (+)
SNMP Walk Subject [Stalsesker Alerll (Even Text; {Device Name] {Short Text; {Event Timey ] Insert
‘General
SNMP Poll Content [faw Eventa: Event Time A~
SNMP Poller Statistics {Device Name} {IP Address}{gyslogcation} {gysName} {Total Events} E:e;‘;exl'
0 exd
Config Tool Device
Crontab Device Name
rontal IP Address v
Statseeker Administration sysContact
eeeeeeee

Using the Preview Te&mail option the output has now changed to show the new

information:

h e
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To: customerservice@statzeeker.com

Subject: Statseeker Alert! ping_state up Auckland-rir UP 09:24:07

NHew Events:
Muckland-rtr 10.100.&8.254Auckland Auckland-rtr. example._com 1
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3. Email with custom content (advanced)

The purpose of this template is to provide access to all of the Emailer optiimsemplate

allows users to create advanced email alerts with full bundling and email settings. It also

allows users to apply multiple filters to the same actipnlicking the(+) in the filter

settings

1) 10.21.162/base-admin-contrels.html

At Grouping

Users to a Group
Reports to a Group
Devices to a Group
Interfaces to a Group
Time Filters to a Group
SLAS to a Group

Groups to a User

Groups to a Report
Groups to 3 Device

Groups to an Interface
Groups to a Time Filter
Groups to a SLA

Alerting / Event Management
Alerting

Threshaold Config

Event Management
Scheduling

Email Scheduler

Traffic Analyzer

General

Protocols

Flows

Remote Network Appliance
Expert Tools

SNMP Walk

SNMP Pall

SNMP Paller Statistics
Config Tool

Crontab

Statseeker Administration
S5Admin

Log Viewer

Diagnostics Report
Statseeker Custom Services
IManage Scripts

n

Alerting

New Alert
Template Email with custom content (advanced) [ ]
Hame
Status on @ off ©)
Time Zone Australa/Brisbane [=]
Filter Settings
Name Enabled[7] [_Hide | [elete (+)
Event Type ping (all) [=]
Entity Filter Group [=] [ AllGroups [=]
Time Filter Any tme [ ]

Bundle Settings

Bundling No - Send & separate email for each event =]

Waiting No - do not wait on down events [+]
Email Settings
To Email [v]
Subject Insert
General ~
Content Event Tme 3
Event Text '
Short Text
Device
Device Name
FF Address
2 sysContact -
Recipient Roster file [

hh:mmss =]

Same as subject ||

Subject Date Format
Body Date Format
Event Format
Hewlines

Outlook

Use Windows-style linebreaks (“irin”)
Outlook line format workaround

[Check Event Fiters] [Preview: testEmai] Send test Emai|

After clicking the(+) different filters ca be created using multiple event typeg Device

Port ,

Traps,

Syslogéetc
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[ 10.21162/base-admin-controls.html
VAR UpuGT

SysDeser Rules

Profile/Grouping
Edit Users

Devi aGroup
Interfaces to a Group
310 3 Graup
Group

Time
SLas

Groups to a User
Groups to a Repart

Emal

Traffic Analyzer
General

Remate Network Appliance
Expert Tools

SNMP Walk

SNMP Poll

SNIP Poller Staistics
Config Toal

Crontab

Statseeker Administration

New Alert

Alerting
Add Pekete Edi
- Templa Email with custom content (ad
Hame
status on @ orr
TimeZone | Australa/Brisb

Waiting

To
Subject

Content

Features include:

9 Status field enables the entire alert to be turned on or off

=a

section.

= == =4 =

Filters can be hidden

UNo bundling

UCustom Durationdg5 minutes)

UChoose a specific time to send the bundle.

Entity Fitter

Bundle Settings

Email Settings

Filter Settings

ping (o =

Event Type
Entity Fitter | Group [w] [ Al Groups
Time Fiter | Any tme

Hame Opersiaius

EventType | OperStatus (All =]
Entity Fitter | Group [ [ All Groups
Time Fitter | Any tme []

Name sysiog

ErentType El

Syslog regex:|*

Group [ ] [ Al Groups

Time Filte Any time [=]

Hame trap

EventType o [=]
Trap regex:”

Entity Fitter | Group [+ [ Al Groups

Time Fitter | Any tme [7]

Hame

Event Type =

Entity Filter | & Groups

Time Filter | Any

i [=]

Custom Subject / Contents

Bundling with options for:

nabled (] (Hide | [Detetq

nabled 7] [_Hide | [Deletd

nabled 7] (_Hide | [Detetd

nabled 7] (_Hide | [Detetd

Enabled field allows the user to disable individual filters

Multiple filters can be added to the alert (or just one). SeEiliee settings

Thestart time works like the time filter, only accepting events that occur after the
start time and before the next send time. If the start time is greater than the send
time, then events will start to be bundled at that time on each day in the provided

dayrange.
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For example, if bundling from 7pm to 7 am MBn, all events that occur after
7pm Friday until 7am Monday will be sent at 7am on Monday (including any
events all day Saturday and Sunday).

This is different to usmoagopthieomti met h
filters.

If the start time and send time are the same, all events are accepted and sent at the
send time.

1 Waiting for down events with options for:
USpecified duration
USpecify a specific time to wait until, or a specific rangeravhich to wait.

The main idea with waiting over a specific time period is so that you can, for
example, send an email in the morning with all devices that went down overnight
and are still down in the morning.

There are two options when waiting ovepexiod of time, sending nematching
events as normal, or filtering out namatching events.

|l f the -mM8todingnevents as normal 0 optio
down during the day then the device down event will be sent immediately. The

idea is that you are interested in all events during the day, but do not want to be
bothered with the overnight outages unless they are still down in the morning.

This may be the case if some devices are deliberately powered off over night, for
example.

ft he AOnly send up/ down events relating
if a device goes down during the day an alert will not be sent. The idea is that

you are only interested in outages over the specified period. The reason that this
isdiffernt from using a time filter is that
that goes down during the fAwaito period
regardless of the time the up event occurs. If a device goes down overnight and it

is still down in the mormg, you will receive an alert in the morning that the

device is down. If the device later comes back up during the day, you will also

receive a matching alert saying the device has now come back up.

1 The same email customisation options asghmail with custom content (simple)
template

1 You can choose to use (and update/delete) a recipient roster file. This will change
the email addresses that are used based on a roster. Once the specifiad time
passed, the specified email addresses will be used until the next time is reached. The
roster format is:

YYYYy MM DD HH MM emai l [emai | é}

eg 2013 01 23 14 38maill@example.commail2@example.com

1 An option to change the Subject and Body date formats. Some common options are
provi ded. Ot herwise see the |link under
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1 Event Format. This allows a substitution rule to be appliedioe fiEvent Text
this Alert, which can be inserted into t
placeholder. For example: /ping_state down/Down/  will replace any Event Text
matching fAping_state downo with the text

1 An option to specifytie newline type
1 An option to disable the outlook format weekr o u n d . By default a
is added to the end of every line. This is to work around a feature in the Windows
Outlook email client where multiple lines in teatnails will be joineddgether.
4. Send syslog message

The purpose of this template is to allow customers to send syslog messages.

[ 10.21.162/base-admin-controls.htm
Auto Grouping - Alerting New Alert

Users to a Group add [Deletd [Edit

Reports to a Group - Template Send syslog message lz‘

Devices to a Group Name

Interfaces to a Group Status On @ Off

Time Filters to a Group Time Zone Australia/Brisbans [+]
SLAS to a Group : )
Filter Settings

Groups to a User

N Hid Delet (+)
Groups to a Report TiE Enabled[7] [_Hide | [Delete (+)
Groups to a Device Event Type ping (all) [+]
Groups to an Interface i Entity Filter Group [=] | Al Groups [+]
Groups to a Time Filter Time Filter Any time ]

. 0 a SLA
Groups to a SLA Syslog Settings

Alerting / Event Management
Alerting Host
Threshold Config
Event Management [Check Event Fiters) (Save Alerd

Scheduling

Email Scheduler 2

Features include:
9 Status field enables the entire alert to be turned on or off

1 The event type field is a drop down box containing: Device, Paps,
Sysl ogéetc

Customizable time filter
Multiple filters can be added to the alert (or just one).

Enabled field allows the user to disable individual filters

== =2 =4 4

Filters can be hidden

5. Run a custom script

This template is for advanced users
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|7 10.2.1.162/base-admin-controls.html

Auto Grouping

Users to a Group
Reports to a Group
Devices to a Group
Interfaces to a Group
Time Filters to a Group
SLAs toa Group

Groupstoa User
Groupsto a Report
Groups to a Device
Groups to an Interface
Groups to a Time Filter
Groupsto a SLA
Alerting / Event Management
Alerting

Threshold Config
Event Management
Scheduling

Email Scheduler

Featuresnclude:

-

m

Alerting

New Alert
Template Run a custom script El
Name
Status On @ Off O
Time Zone Australia/Brisbans [+]

Filter Settings
Name
Event Type ping (all}
Entity Filter
Time Filter

Command Settings

Command

Enabled 7] [_Hide | ()

[=]

Group El All Groups

Any time El

Check Event Flltera Save Alel ﬂ

9 Status field enables the entire alert to be turned on or off

[~]

1 The event type field is a drop down box containing: Device, Port, Traps,
Sysl ogéetc

= =2 =4 -4 -

Customizable time filter

Filters can be hidden

Option to use the command line

Multiple filters can be added to the alert (or just one).

Enabled field allas the user to disable individual filters
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Create a new alert

Too Too oo Too Too Too Too Too Too

|7 10.21.162/base-admin-controls.html

Login to Statseeker as an Admin user
Click the Administration Tool button on the niconsole
Scroll down to Alerting/Event Management

Click on Alerting
Click the Add button to create a new alert

The New Alert screen will be displayed in the right panel
Select one of the available templates
Select the appropriate filters

Click the Save Alert button

-

Groups to a Report
Groups to a Device
Groups to an Interface
Groups to a Time Filter
Groups to a SLA
Alerting / Event Management
Alerting

Threshaold Config
Event Management
Scheduling

Email Scheduler

m

Traffic Analyzer
General
Frotocols
Flows

Remote Metwork Appliance

Alerting

Template
Name
Status
Event Type
Entity Filter
Time Filter
Time Zone
Bundling

Email To

New Alert

Email (simple} El
|

On @ Off @

ping (all) [+]

Group Iz‘ All Groups

Any time El

Australia/Brizsbane E|

Mo - send a separate email for each event E|

Email [«

[Check Event Filters] [Preview test Emai] [SendtestEmaiI [SaveAIerI]
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Edit an alert

A Login to Statseekeas an Admin user

A Click the Administration Tool button on the niconsole
A Scroll down to Alerting/Event Management

A Click on Alerting

A Select the alert you want to edit

A Click the Edit button

A The Alert will be displayed in the right panel

A Make the appropriatamendments

A Click the Save Alert button

A The changes will be sawve
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